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Abstract
When neural networks process images which do not resemble the distribution seen
during training, so called out-of-distribution images, they often make wrong predictions,
and do so too confidently. The capability to detect out-of-distribution images is therefore crucial for many real-world applications. We divide out-of-distribution detection
between novelty detection —images of classes which are not in the training set but are
related to those—, and anomaly detection —images with classes which are unrelated to
the training set. By related we mean they contain the same type of objects, like digits
in MNIST and SVHN. Most existing work has focused on anomaly detection, and has
addressed this problem considering networks trained with the cross-entropy loss. Differently from them, we propose to use metric learning which does not have the drawback
of the softmax layer (inherent to cross-entropy methods), which forces the network to
divide its prediction power over the learned classes. We perform extensive experiments
and evaluate both novelty and anomaly detection, even in a relevant application such as
traffic sign recognition, obtaining comparable or better results than previous works.
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Introduction

Deep neural networks have obtained excellent performance for many applications. However,
one of the known shortcomings of these systems is that they can be overly confident when
presented with images (and classes) which were not present in the training set. Therefore,
a desirable property of these systems would be the capacity to not produce an answer if an
input sample belongs to an unknown class, that is, a class for which it has not been trained.
The field of research which is dedicated to this goal is called out-of-distribution detection [9,
16, 17]. Performing out-of-distribution detection is important not only to avoid classification
errors but also as the first step towards lifelong learning systems [3]. Such systems would
detect out-of-distribution samples in order to later update the model accordingly [12, 19].
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